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ENTSO-E'S POSITION ON THE SECURITY OF CRITICAL INFRASTRUCTURE

ENTSO-E welcomes the EU’s energy security framework initiatives, which include the upcoming Security
Framework review, the Submarine Cable Security Toolbox, the upcoming Drones Package, the European
Grids Package, the list of European Defence Projects of Common Interest, and other related initiatives. It
recognises that energy security requires a three-dimensional approach covering security of supply, physical
security, and cybersecurity. ENTSO-E considers that the EU energy security framework should be
strengthened through smart streamlining and targeted reinforcement. Seven recommendation areas are
proposed to support the ongoing EU discussions on strengthening Europe's energy security:

1. Harmonised and Integrated Risk Assessment

An integrated electricity security assessment would provide common threat awareness and allow mitigation
measures to be prioritised, based on system-wide impact rather than administrative boundaries.

2. Minimum Standards for Securing Critical Grid Assets

Minimum standards should cover operational readiness, physical protection measures, redundancy, spare
capacity and coordinated restoration protocols. ENTSO-E should develop the corresponding guidelines.

3. Clarifying Roles in Electricity Infrastructure Protection

Clear allocation of responsibilities is needed for monitoring, detection of physical and hybrid threats, crisis
definition and declaration, coordinated load shedding, mitigation actions and recovery. ENTSO-E is ready to
propose a structure for this type of engagements between TSOs and national authorities regarding
infrastructure protection and recovery planning.

4. Regional Offshore Frameworks for Cross-border Infrastructure Protection and Recovery

A regional offshore protection framework should be established to strengthen and formalise cooperation on
detection, secure and resilient communication, and enforcement. The EU must also align and strengthen
criminal consequences for interference with critical maritime infrastructure, so as to prevent exploitation of
uneven national regimes. Rapid restoration capabilities must also be reinforced. Recovery operations often
rely on a limited number of specialised providers, frequently the original manufacturers, which can create
bottlenecks and delay restoration efforts.

5. Rapid Cross-Border Resource Deployment

ENTSO-E proposes targeted flexibility measures for emergency situations. These would allow contracting
authorities to resell or swap publicly tendered electricity equipment, grid components, and specialised
services. They would also enable the transfer of call-off rights, allowing one authority to grant another the
right to place orders directly under its existing framework contracts, subject to any necessary national
requirements and without launching a new procurement process.

6. Security-Sensitive Transparency

The EU energy security framework should introduce clearer security-sensitive transparency exemptions to
prevent the unintended exposure of critical infrastructure information. This should include allowing stricter
handling of control room locations and configurations, as well as detailed geospatial data under reporting
obligations, particularly for future EU-funded grid projects under the revised TEN-E Regulation.

7. Financing Electricity Grid Protection

Security measures must be recognised as core system costs within national tariff frameworks. EU
instruments, including the planned Cable Infrastructure Fund, the Connecting Europe Facility for Energy (CEF-
E) and the future EU funding such as the Competitiveness Fund, should explicitly support grid security
upgrades.
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