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ACER 13 June 2024 — 13 June 2025 timeline (1)

of Energy Regulators

2024 2025

PROVISIONAL LIST OF UNION-WIDE
HIGH-IMPACT AND CRITICAL-IMPACT

PROCESSES
en t S 0@ developed on
13 Dec
DCOO PROVISIONAL ELECTRICITY
13 Jun ENTITY CYBERSECURITY IMPACT INDEX (ECII)
NCCS enters developed on
into force 13 Oct

NCCS 13 Sep deadline
competent Submission of
authorities national legislation

(Art. 48(5))
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ACER 13 June 2024 — 13 June 2025 timeline (2)

of Energy Regulators

2024 2025

PROVISIONAL LIST OF UNION-WIDE
HIGH-IMPACT AND CRITICAL-IMPACT

PROCESSES
en t S 0@ developed on
13 Dec
DCOO PROVISIONAL ELECTRICITY
13 Jun ENTITY CYBERSECURITY IMPACT INDEX (ECII)
NCCS enters developed on
into force 13 Oct

|

13 Dec deadline

NCCS 13 Sep deadline Designation of

competent Submission of competent

authorities national legislation authorities
(Art. 48(5)) 10/27 so far
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Competent Authority designations as at

14 October 2025

10 notifications of NCCS
Competent Authorities

Sweden — Energy Agency
Slovakia — Regulatory Authority
Italy — Cybersecurity Agency
Portugal — Cybersecurity Agency
Estonia — Cybersecurity Agency

Deadline passed on 13 December 2024

Denmark — Energy Agency
Belgium — Federal Public Service
Hungary — Regulatory Authority
Czechia — Cybersecurity Agency
Greece — Regulatory Authority
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13 June 2024 — 13 June 2025 timeline (3)

2024

entso@
DCOO
13 Jun ENTITY
NCCS enters
into force

l

CYBERSECURITY IMPACT INDEX (ECII)

PROVISIONAL ELECTRICITY

developed on
13 Oct

2025

CYBERSECURITY RISK ASSESSMENT
METHODOLOGIES

PROVISIONAL LIST OF UNION-WIDE
HIGH-IMPACT AND CRITICAL-IMPACT
PROCESSES

developed on
13 Dec

13 Mar deadline to submit to all
competent authorities
Final submission on 9 Sep

v

NCCS
competent
authorities

13 Sep deadline
Submission of
national legislation

(Art. 48(5))

L

T _ 13 Feb deadline
13 Dec deadline Identification of

Designation of candidates for HI/CI
competent entities
authorities

10/27 so far

5

13 Mar deadline
Notification of
candidates for HI/CI
entities
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13 June 2024 — 13 June 2025 timeline (4)

2024

entso@
DCOO
13 Jun ENTITY
NCCS enters
into force

l

NCCS
competent
authorities

PROVISIONAL ELECTRICITY

CYBERSECURITY IMPACT INDEX (ECII)

developed on
13 Oct

13 Sep deadline
Submission of
national legislation

(Art. 48(5))

L

2025

CYBERSECURITY RISK ASSESSMENT
METHODOLOGIES

PROVISIONAL LIST OF UNION-WIDE
HIGH-IMPACT AND CRITICAL-IMPACT
PROCESSES

developed on
13 Dec

13 Mar deadline to submit to all
competent authorities
Final submission on 9 Sep

v

T _ 13 Feb deadline
13 Dec deadline Identification of

Designation of candidates for HI/CI

25 Apr ACER
guidelines on
information exchange

competent entities mechanisms
authorities
10/27 so far
13 Mar deadline 13 Jun ACER
cybersecurity

Notification of
candidates for HI/CI
entities
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13 June 2024 — 13 June 2025 timeline (5)

2024

PROVISIONAL LIST OF UNION-WIDE
HIGH-IMPACT AND CRITICAL-IMPACT

PROCESSES
en t S 0@ developed on
13 Dec
DCOO PROVISIONAL ELECTRICITY
13 Jun ENTITY CYBERSECURITY IMPACT INDEX (ECII)
NCCS enters developed on
into force 13 Oct

l |

v
T A T A

|

13 Dec deadline

NCCS 13 Sep deadline Designation of
competent Submission of competent
authorities national legislation authorities

(Art. 48(5)) 10/27 so far
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2025 CYBER-ATTACK CLASSIFICATION SCALE

CYBERSECURITY RISK ASSESSMENT
METHODOLOGIES

13 Mar deadline to submit to all
competent authorities
Final submission on 9 Sep

13 Feb deadline
Identification of
candidates for HI/CI
entities

13 Mar deadline
Notification of
candidates for HI/CI
entities

25 Apr ACER
guidelines on
information exchange
mechanisms

METHODOLOGY

13 June deadline to submit to
all competent authorities
September update: not all
submissions completed

13 Jun ACER
cybersecurity
benchmarking guide
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13 June 2024 — 13 June 2025 timeline (6)

2024

PROVISIONAL LIST OF UNION-WIDE
HIGH-IMPACT AND CRITICAL-IMPACT

PROCESSES
en t S 0@ developed on
13 Dec
DCOO PROVISIONAL ELECTRICITY
13 Jun ENTITY CYBERSECURITY IMPACT INDEX (ECII)
NCCS enters developed on
into force 13 Oct

l |

v
T A T A

|

13 Dec deadline

NCCS 13 Sep deadline Designation of
competent Submission of competent
authorities national legislation authorities

(Art. 48(5))

L

10/27 so far

5

2025

CYBER-ATTACK CLASSIFICATION SCALE

METHODOLOGY

CYBERSECURITY RISK ASSESSMENT
METHODOLOGIES

13 June deadline to submit to
all competent authorities

13 Mar deadline to submit to all
competent authorities
Final submission on 9 Sep

13 Feb deadline
Identification of
candidates for HI/CI
entities

25 Apr
guideli

13 Mar deadline
Notification of
candidates for HI/CI
entities

information exchange
mechanisms

September update: not all
submissions completed

PROVISIONAL LIST OF EUROPEAN AND
INTERNATIONAL STANDARDS AND
CONTROLS
developed by

13 Jun

ACER
nes on

13 Jun ACER
cybersecurity
benchmarking guide
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13 June 2024 — 13 June 2025 timeline (7)

2024

entso@
DCOO
13 Jun ENTITY
NCCS enters
into force

l

PROVISIONAL LIST OF UNION-WIDE
HIGH-IMPACT AND CRITICAL-IMPACT
PROCESSES
developed on
13 Dec

PROVISIONAL ELECTRICITY
CYBERSECURITY IMPACT INDEX (ECII)

developed on
13 Oct

v

|

13 Dec deadline

NCCS 13 Sep deadline Designation of
competent Submission of competent
authorities national legislation authorities

(Art. 48(5))

L

10/27 so far

5

2025 CYBER-ATTACK CLASSIFICATION SCALE

METHODOLOGY

13 June deadline to submit to
all competent authorities
September update: not all
submissions completed

CYBERSECURITY RISK ASSESSMENT
METHODOLOGIES

13 Mar deadline to submit to all
competent authorities

Final submission on 9 Sep
PROVISIONAL LIST OF EUROPEAN AND

INTERNATIONAL STANDARDS AND
CONTROLS
developed by

13 Jun

I ]

ESC call for expressions
of interest (2 Jun — 2 Jul)

13 Feb deadline
Identification of
candidates for HI/CI
entities

25 Apr ACER
guidelines on
information exchange
mechanisms

13 Mar deadline
Notification of
candidates for HI/CI
entities

13 Jun ACER
cybersecurity
benchmarking guide

10



ACERE First ACER NCCS implementation update for ECG
and NIS CG - 19 September 2025
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ACER

Key challenges identified thus far

of Energy Regulators

e Submission process of terms, conditions, methodologies
and plans could be improved.

* Delays in the designation of the Competent Authorities
impact governance.

« Resourcing challenges for the Competent Authorities,
especially the NRAs fulfilling this role in the interim.

* This makes establishing requisite structures and
processes to reach an agreement on terms, conditions,
methodologies and plans (unanimity principle) more
challenging.

00

ENTSO-E's and EU DSO entity's proposal for a D
cybersecunty nsk assessment methodologies ents 0@ ENTITY

CYBERSECURITY RISK ASSESSMENT
METHODOLOGIES

Proposal of the TSOs, with the assistance of the ENTSO for
Electricity, in cooperation with the EU DSO entity, for cybersecurity
risk assessment methodologies at Union level, at regional level
and at Member State level in accordance with Article 18 of the
Commission Regulation (EU) 2024/1366 of 11 March 2024
establishing a network code for cybersecurity aspects of cross-
border electricity flows
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ACER Noteworthy silver linings

of Energy Regulators

« Some National Regulatory Authorities have been very
active notwithstanding the resourcing challenges.

* One of them has attempted to coordinate the process of
the approval of the proposal for the Cybersecurity Risk
Assessment Methodologies.

» First Competent Authority has signalled its favourable
view of the proposal.

» Dialogue with Competent Authorities, including National
Regulatory Authorities, has been very open and fruitful.
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Thank you! Questions?

slawomir.bryska@acer.europa.eu
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